Apps

Apps can be a positive place for your child to socialise with
peers. Many enable instant messaging, social networking and
image sharing.
Some, like YouTube, can also be a great creative outlet. But
consider:

Privacy settings and age relevance

Talking to them about the content they share

Discussing the consequences of sharing messages and images.

UKSIC:
saferinternet.org.uk/advice-centre/social-media-guides

SWGTL:
swgfl.org.uk/online-safety-resources

Internet Matters:
www.internetmatters.org/advice/apps-guide

Instant Messaging

Instant Messaging is a great way to socialise and keep up to date
with what's going on right now. But just as you wouldn't let them
go off and talk to complete strangers on the street, if your child is
using messenger services you should:

Look at the privacy settings

Ensure they understand that they may be talking to people
they don't know and the risks this brings

Talk to them about what is and isn't appropriate to send.

SWGTL:
swgfl.org.uk/magazine/new-apps

Connect Safely:
http://www.connectsafely.org/guides-3/
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Education that Clicks

Pick up a copy of this checklist along with other
Online Safety materials at swgflstore.com

We are a not-for-profit charitable trust providing schools
with fast reliable internet connectivity and services,
learning technologies to improve outcomes, and
toolkits for being safer online. We are also
coordinators of the UK Safer Internet Centre.

Find out more at swgfl.org.uk
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Online spaces, games and media form a large part of life for young
people growing up today. It offers a platform to connect with
others, connect with others and to learn.
Risks
Of course there are risks associated with being online, as there are
with all aspects of life. These include:

Exposure to inappropriate content

Sharing too much personal information

Connecting with harmful people and

Spending unhealthy amounts of time online.
Have a conversation
One of the best ways to help young people stay safe online is to
talk to them about what they do.
If you understand the situations they encounter you'll be better
placed to offer them advice on how to deal with them.
UK Safer Internet Centre advice centre for parents and carers:
saferinternet.org.uk/advice-centre/parents-and-carers
South West Grid for Learning: swgfl.org.uk/magazine
Vodafone Digital Parenting: vodafonedigitalparenting.co.uk

London School of Economics: Parenting for a Digital Future:
blogs.Ise.ac.uk/parenting4digitalfuture/

Internet Matters: internetmatters.org

Gaming

Gaming is fun but be aware that it can be all consuming. Some
things to consider:

Use the gaming consoles’ safety settings

Agree with your child how much time they can spend
playing online

Pay attention to the PEGI (age) ratings and what they mean

Remember that some online games have inbuilt
chat functions

Be aware that your child might use servers or 3rd party
applications to access interactive online communities.

UK Safer Internet Centre guides:
saferinternet.org.uk/gaming

PEGI:

www.pegi.info/en/index

Common Sense Media:
www.commonsensemedia.org/reviews

Ask About Games:
www.askaboutgames.com

Bullying
Remember, it's not the technology that's the problem, it's the
bullies' behaviour. Support them by:

Talking about bullying issues

Making sure young people know that they can turn to you
for support

Reporting any incidents - it will help your child and others too.

UK Safer Internet Centre tips:
saferinternet.org.uk/cyberbullying-tips

Anti Bullying Alliance:
www.anti-bullyingalliance.org.uk
ENABLE Anti-bullying Programme:
http://bit.ly/23SHU3Q

Cybersmile:
www.cybersmile.org/advice-help/category/advice-parents

Live Streaming

Broadcasting online brings an instant thrill that can be addictive.
Encourage them to think about:
Body image - talk to them about how they want to be perceived
online and who their audience might be
Privacy - how do they protect it? You can't edit something that
is going out live’
Age appropriate - is the site they're using appropriate for
them? Most social media sites are aimed at 13 year olds and
upwards. If not, is there a way to make it safer for them (e.g.
YouTube Kids).

SWGFL body image blog:
swgfl.org.uk/magazine/bodyimage

Internet Matters:
www.internetmatters.org/parental-controls/entertainment/

YouTube Kids Parental Guide:

support.google.com/youtubekids/




Online Safety Guide

Children’s use of the internet is becoming more mobile and interactive
offering young people more opportunities to interact and meet new people,
so it's never been more important to make sure you are helping your child
stay safe in the digital world.

15 hours
a week

The number of children
with a social media profile
doubles between the age
of 10 and 11. 43% of 11 year

olds have a social profile

Children’s internet use
has reached record highs,
5-15 year olds spend
15 hours a week online

Get in control
of parental controls

260

Control app
downloads
and purchases

If using a Set parental
smartphone, check controls on your
content lock is set home broadband

@O0

If using social
networks, check
privacy settings

Use safety mode
on YouTube
and Google

Make the
games console
safe and secure

Go to internetmatters.org/controls
for step-by-step guides

Helping parents keep

their children safe online.
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44% of 5-15 year olds
have their own tablet
and together with
smartphones are

the most popular

for going online.

Managing privacy
settings on apps

11-15 year olds use on average 5 different
websites and apps to communicate with
friends at home, the most popular being
Instagram (60%).
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Whatsapp Snhapchat Instagram YouTube

If your child is using these networking
sites and respective apps, get up to
speed on how they can manage their
privacy settings with our “How to
guides”.

Go to internetmatters.org/
back-to-school to download
our “How to guides”.

internet
matters.org



https://www.internetmatters.org/hub/research/social-networking-how-to-guides-for-parents/
https://www.internetmatters.org/parental-controls/

Get familiar with Check they
regular conversations know the rules

Don’t share personal information like their

|\/ Start a conversation when your children
phone number or email address online

will be more receptive and engaged,
such as on the way to or from school

KR «

Only talk to real life friends or family
if they are on sites with a social

8 Ask them for advice on how to do k
media element

something online and use this as

a conversation starter Explain that people they meet online

might not be who they say they are
@ Make sure they know they can come

to you if they're upset by something Tell them to be a QOOd online friend
they've seen online and not to say nasty things even if

it'’s just a joke

K &

@ Be sensitive and encourage them when

. ) ) Use secure and legal sites to download
they share their online experiences

music and games

q

with you
EJ/ Make sure they check with you
EJ/ If your child talks about an issue with you, before downloading any programs
stay calm and listen without judging them to avoid viruses

Key issues you may want to discuss

# |
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Prevention is always better than the cure when it comes to this issue. Help your child understand
the consequences of what they share online and encourage them to be “kind online”. If they

are the target of cyberbullying, be sure to keep all messages as evidence and block the bullies

on social networks.

For more advice about cyberbullying visit

There are many reasons why young people get involved in sexting; exploring sex and relationship
or pressure from a partner or friends. Having an open and honest conversation about it can help
them understand the implications of sending a nude image and highlight that it is illegal.

If your child has sent a nude image and it has been put online; report it to CEOP and
contact Childline who can help you get all known copies removed from the internet

Want more help?

For step by step guides and advice go to internetmatters.org

To report an issue around a sexual image of a child visit ceop.police.uk/Ceop-Report/

Statistics were sourced from: Ofcom’s Children and Parents: Media Use and Attitudes report 2016, Techknowledge for Schools:
How Children use Mobile Devices at School and at Home report 2015.


https://www.internetmatters.org/issues/cyberbullying/
https://www.internetmatters.org/issues/sexting/
https://www.internetmatters.org/
https://www.ceop.police.uk/Ceop-Report/

